means for judging whether or not the feature amount stored in the storage means 
matches with the feature amount extracted based on the blood vessel fluoroscopic 
images outputted from the image reception means at the time of collation. 



* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

"I.This document has been translated by computer. So the translation may not reflect 
the original precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]An individual identification device using a blood vessel fluoroscopy image 
which imaged a pattern of a blood vessel in hypodermic of a hand as personal 
identification information. 

[Claim 2]The individual identification device comprising according to claim 1: 
An illumination method which irradiates said hand. 

A television means to receive light which penetrated an inside of said hand or was 
reflected from an inside of said hand. 

An image processing means which acquires said blood vessel fluoroscopy image from 
an output of said television means. 

[Claim 3]The individual identification device according to claim 2, wherein said 
illumination method emits a near infrared. 

[Claim 4]The individual identification device according to claim 2 receiving light which 
said illumination method was provided in the back side of said hand, and said television 
means was formed in the common side of said hand, and penetrated an inside of said 
hand. 

[Claim 5]The individual identification device according to claim 2, wherein both said 
illumination method and said television means are formed in the common side of said 
hand and said light-receiving means receives light reflected inside said hand. 
[Claim 6]The individual identification device according to claim 2, wherein said 



television means has sensitivity in a wavelength band from visible light to a near 
infrared. 

[Claim 7]An individual identification device comprising: 
An illumination method which illuminates a hand. 

A television means to detect an image formed of illumination light which penetrated an 
inside of said hand or was reflected from an inside of said hand. 

An image processing means which images a pattern of a blood vessel in hypodermic of 
said hand, and acquires a blood vessel fluoroscopy image from an output of said 
television means. 

A discriminating means which judges whether a memory measure which memorizes 
information about said blood vessel fluoroscopy image as personal identification 
information, information memorized by said memory measure at the time of collation, 
and information outputted based on a blood vessel fluoroscopy image outputted from 
said television means are in agreement at the time of registration. 

[Claim 8]The individual identification device according to claim 7, wherein a feature 
amount extracting means which extracts individual characteristic quantity from said 
blood vessel fluoroscopy image is provided in the latter part of said image processing 
means and said memory measure and said discriminating means treat said 
characteristic quantity as information about a blood vessel fluoroscopy image. 
[Claim 9]The individual identification device according to claim 8, wherein said feature 
amount extracting means extracts a position of a turning point of a blood vessel, and a 
corner point as characteristic quantity. 

[Claim 10]The individual identification device according to claim 8, wherein said 
feature amount extracting means extracts a direction vector of an offset prolonged 
from a turning point of a blood vessel, and a corner point as characteristic quantity. 
[Claim 11]The individual identification device according to claim 8, wherein said 
feature amount extracting means extracts a connecting state of a turning point of a 
blood vessel, and a corner point as characteristic quantity. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application]This invention is an individual identification device which 
constitutes a part of security system, for example, and relates to the individual 
identification device using especially the living body's individual difference as 



identification information. 
[0002] 

[Description of the Prior Art]Conventionally, the method etc. which use biological 
information, such as a method which inputs a password, a method which reads the 
information on a card that the ID number was registered, by magnetism or light, a 
fingerprint, the iris, and an eyegrounds blood vessel, as an individual identification 
device used for ON recession management of a security system, etc. are known. 
[0003]For example, the device using a fingerprint is indicated by JP,63-1231 68,A and 
the system using the iris is indicated by JP,62-501889,A. 
[0004] 

[Problem(s) to be Solved by the Invention]However, by the method using a password, 
a password may leak to others by threat etc., in the method using a card, a card may 
include others' hand according to loss or a theft, it may be reproduced by the method 
using a fingerprint, and there is a problem in safety anyway. 

[0005]In the method using the iris and an eyegrounds blood vessel, although safety 

becomes high from the above-mentioned method, it is necessary to put light into eyes 

for detection, and there is a problem that a user's burden is heavy. 

[0006]Since the pattern of a fingerprint is complicated, the focus becomes 100 or 

more, and by the method using a fingerprint, much time is needed for identification 

processing. 

[0007] 

[Objects of the Invention]This invention is made in view of the technical problem of 
the conventional technology mentioned above, and is a thing. 

There are few a user's burdens as both the purposes, and the focus is providing the 
individual identification device which used little biological information compared with 
the fingerprint. 

[0008] 

[Means for Solving the Problem]A blood vessel fluoroscopy image which imaged a 
pattern of a blood vessel in hypodermic of a hand is used for an individual 
identification device concerning this invention as personal identification information in 
order to make the above-mentioned purpose attain. 

[0009]A television means to detect an image formed of illumination light which 
specifically penetrated an illumination method which illuminates a hand, and an inside 
of a hand, or was reflected from an inside of a hand, An image processing means which 
images a pattern of a blood vessel in hypodermic of a hand, and acquires a blood 
vessel fluoroscopy image from an output of a television means, At the time of 
registration, it has a discriminating means which judges whether a memory measure 
which memorizes information about a blood vessel fluoroscopy image as personal 
identification information, information memorized by memory measure at the time of 



collation, and information outputted based on a blood vessel fluoroscopy image 

outputted from a television means are in agreement. 

[0010] 

[Example]Hereafter, the example of the individual identification device using the blood 
vessel fluoroscopy image concerning this invention is described. 

[001 1]When a hand is held up to light sources, such as a filament lamp, the color of 
blood is transparent and the whole common one of a hand looks red. In the joint 
portion of the venter of a finger, a hypodermic blood vessel can be seen through the 
thin skin by the light which penetrated the inside of a hand. Also when the illumination 
light is hit to a hand from the side to observe, a blood vessel can be seen by the light 
which penetrated the thin skin similarly and was reflected inside. This invention is 
characterized by using the pattern of a hypodermic blood vessel observed in this way 
as identification information. 

[0012]In order to judge whether the pattern of a blood vessel can be used as 
identification information, the artificer photoed the pattern of the hypodermic blood 
vessel by making two or more individuals into a sample. The result checked that a 
blood vessel fluoroscopy image could fully use it as identification information. 
[0013]For example, drawing 1 and drawing 2 simplify and show a line based on the 
photograph which photoed the portion between the 1st mutually different joint of the 
individual right-hand index finger and the 2nd joint. If these figures are compared, he 
can understand that the pattern of a blood vessel changes with differences in an 
individual even if it is the same part. 

[0014]The slash field in a figure is the portion which was not able to check a blood 
vessel fluoroscopy image by the light volume nonuniformity at the time of photography. 
However, by limiting the range which makes distribution of light volume proper or is 
incorporated as a picture to the narrow range, this nonuniformity can be processed so 
that it may not become the trouble at the time of detection. 

[0015]Next, four concrete examples of composition of an input device are explained. 
The input device shown in drawing 3 enters in a users hand 6 the light emitted from 
the light sources 1, such as a filament lamp and a halogen lamp, via the optical fiber 2. 
At this time, the direction to which the hand 6 was made to stick the end face of the 
optical fiber 2 may have few losses of light volume. The light source 1 and the optical 
fiber 2 constitute the illumination method, and are setting the portion of the finger of 
the hand 6 as the object of detection in this example. When making finger portions 
applicable to detection, it is good also as composition which televises the light which 
illuminated from the direction of the inside of a finger, penetrated the skin like the 
example mentioned later, and was reflected inside the hand by the television means 
arranged at the same side as an illumination method. 

[0016]The white light which penetrated the hand 6 enters into the visible light cut-off 
filter 7 provided as a wavelength selection member, and forms the image which only 



the infrared ingredient penetrates and contains the pattern of a blood vessel on the 
television elements 9, such as CCD, by the image formation lens group 8. 
[0017]The visible light cut-off filter 7, the image formation lens group 8 f and the 
television element 9 constitute a television means. The visible light cut-off filter 7 
may be formed in the light source 1 side rather than the hand 6. The television 
element 9 has sensitivity in the wavelength band from visible light to a near infrared. 
[0018]The image data outputted from the television element 9 is displayed on the 
monitor 10, and it is memorized by the picture input device 1 1 provided with a frame 
memory. The computer 12 reads the image data memorized by the picture input 
device 1 1 if needed, images the pattern of the blood vessel in the hypodermic of a 
hand, and forms a blood vessel fluoroscopy image, or extracts individual characteristic 
quantity from this blood vessel fluoroscopy image. 

[0019]The computer 12 exhibits the function as a memory measure to memorize 
characteristic quantity as personal identification information, at the time of 
registration, and at the time of collation. It functions as a discriminating means which 
judges whether the memorized characteristic quantity and the characteristic quantity 
extracted from the blood vessel fluoroscopy image acquired from the output of the 
television element 9 are in agreement. 

[0020]Tracking of a near infrared is high, and since it can advance 2 cm - about 20 cm 
in the living body, a picture with few noises can be acquired by using only a near 
infrared for detection. In the wavelength of a visible range, the data about the shape of 
surface type of a hand is intermingled, and a noise becomes high. As a near infrared 
used, it is selectable from a wavelength band (680 nm - about 1200 nm), and is set by 
selection of a light source, the characteristic of a filter, and the sensitivity distribution 
of an image sensor. When the wavelength of the value of the minimum of this range is 
chosen, since a light range is also included, the contrast of a blood vessel fluoroscopy 
image falls, but since the observation in a naked eye is also attained, alignment 
becomes easy, and the use as a simpler identification unit is also possible. 
[0021]In using the above-mentioned system for ON recession management of a 
security system, an illumination method and a television means are arranged at least 
near [ in which the automatically locking used as a controlled object was provided ] 
the door, and it controls this lock by the commander from the computer 12. 
[0022]When it is used mainly as an object for the check at the time of registration and 
uses as a device only for collation, it is not necessary to form the monitor 10. When 
there are two or more doors which are the targets of control, it forms an illumination 
method and 1 set of television means at a time for every door, and it can also 
constitute so that the picture input device 1 1 and the computer 12 may be formed 1 
set and central control may be carried out. 

[0023]As shown in drawing 4 , it is good also as an object of detection of a part for the 
palm of the hand 6 with the same composition as drawing 3 . It is more desirable to 



illuminate from the back side of a hand, as illustrated, and to receive a picture by the 
common side of a hand, when considering it as the object of detection of a part for a 
palm. When a picture is received by the back side of a hand, contrast falls under the 
influence of the melanin of a hand, or shade and shadow, such as a wrinkle, pore, and 
hair, arise, and a blood vessel become difficult to ****. 

[0024]In the example of drawing 5 , the light from the light sources 1, such as a 
filament lamp and a halogen lamp, is made to condense by the condenser 3, and the 
finger portions of the hand 6 are illuminated. The composition by the side of a 
television means is the same as that of the example of drawing 3 . 
[0025]The finger portions of the hand 6 are illuminated in the example of drawing 6 , 
using the semiconductor laser 4 provided with the electric power unit 5 as a light 
source of an illumination method. Since the illumination light itself can be limited to 
infrared light by using infrared luminescence laser with a luminous wavelength of 780 
nm - 830 nm, it is not necessary to provide a wavelength selection member in the 
television means side, in addition — drawing 5 and the drawing 6 device — drawing 4 
— the same — a palm — a portion can also be made applicable to detection. 
[0026] Bordering on the hand used as the candidate for detection, an illumination 
method and a television means counter, and are formed, and each above-mentioned 
example has the composition of acquiring a blood vessel fluoroscopy image according 
to the light flux which penetrated the inside of a hand. However, in order to acquire a 
blood vessel fluoroscopy image, it not only uses the above transmitted lights, but it 
can use catoptric light. 

[0027] Drawing 7 shows the example of the type using catoptric light. In this example, 
the light source 1 which is an illumination method, and the visible light cut-off filter 7, 
the image formation lens group 8 and the television element 9 which constitute a 
television means. It is both provided in the common side of the hand of the hand 6. 
The skin of the hand 6 is penetrated, it is reflected inside, and the illumination light 
emitted from the light source 1 forms a blood vessel fluoroscopy image on the 
television element 9 via the filter 7 and the image formation lens group 8. 
[0028]The blood vessel fluoroscopy image acquired by the device of drawing 7 is a 
picture with the bright circumference with a dark blood vessel like a transmission type 
example. Since it can improve in the stage outputted from the television element 9 
when carrying out binarization of the contrast with pretreatment of image processing 
although the contrast of an image is low as compared with a transmission type, In the 
stage of extracting characteristic quantity, even if it is the information acquired with a 
reflection type device even if it was the information acquired with a transmission type 
device, it can use similarly. 

[0029]Next, an operation of the device of an example is explained based on drawing 8 
and drawing 9 . In the example of drawing 8 , registration and collation of personal data 
are processed within the same program, and (a) registration and (b) collation are 



processed by a separate program in the example of drawing 9 . However, since the 
contents of processing are common, only drawing 8 is explained below. 
[0030]In drawing 8 , if processing starts, in Step ("S." shows in a figure) 1 , it will be 
urged to the input of the ID number for identification, and if this is inputted, the image 
data of a hand will be inputted from an image sensor at Step 2. An operator may start 
a registration program and the start of processing may start the ID number input of 
Step 1 as a trigger. 

[0031 ]The direct entry of the ID number may be carried out using a keyboard, and it 
may be made to input covering a magnetic card etc. over a reader. 
[0032]In Step 2, by putting a hand on a position, the sensor which does not illustrate 
this detects, the light source 1 is made to turn on, and a picture is inputted into the 
picture input device 1 1. Or the light source 1 may be made to turn on by the input of 
an ID number. Completion of the input of a picture will tell an operating personnel 
about the image input having been completed by the notification means which is not 
illustrated by a sound, light, etc. Observing the display of the monitor 10 at the time of 
registration, it checks whether the good picture has been acquired, and an image input 
is also repeatable until a good picture is acquired. 

[0033]In Step 3, the image data memorized by the picture input device 11 is 
processed within the computer 12, and image quality is improved. Since the inputted 
image data is in the state where contrast is comparatively low as shown in drawing 10 , 
in order to remove the outline and noise of a finger from here, as binarization is carried 
out and it is shown in drawing 1 1 , it takes out the image of a blood vessel. Then, the 
image data of the blood vessel fluoroscopy image of a small-gage wire as carried out 
expansion contracting processing of a picture and shown in drawing 12 is obtained. 
The blood vessel which had broken off in image data can be made to continue by 
carrying out expansion contracting processing. 

[0034] Next, in order to extract characteristic quantity in Step 4, the focus as shown 
in drawing 13 by O seal is taken up with the line-tracking technique etc. As shown in 
drawing 14 which expanded the dashed line portion of drawing 1 3 , there are the corner 
point a and the turning point b in the focus. The direction vector of the blood vessel 
prolonged from the focus within an unit circle as shown in the position arrangement of 
each focus and drawing 15 as characteristic quantity, the connecting states during 
the focus as shown in drawing 16 , or such combination can be considered. 
[0035]At the time of registration, the characteristic quantity extracted from Step 5 by 
progressing to Step 6 is recorded on a disk unit etc. with an ID number, data is saved, 
and processing is ended. 

[0036]At the time of collation, an ID number is used as a key from the preserved data 
registered in Step 7, characteristic quantity is called, and the characteristic quantity 
extracted from the data inputted at Step 8 and the characteristic quantity of the 
saved data are measured. Since it is predicted when the direction of a finger shifts in 



the time of registration and collation, predetermined tolerance level may be provided 
in the case of comparison. In order to correspond to operation mistakes, such as a 
case where the above-mentioned gap crosses tolerance level, and an input mistake of 
an ID number, it may set up the number of predetermined times repeat the operation 
from Step 1 also when comparison results are others. 

[0037]If it is checked as a result of comparison that he is the person himself/herself, 
and it progresses to Step 10 from Step 9, and corresponding operation of canceling 
the lock of a door is carried out, processing is ended and it cannot check that he is 
the person himself/herself, it progresses to Step 11, refusal operation, such as not 
canceling a lock, is carried out, and processing is ended. 

[0038] Since image data is not saved as it is, but it saves after extracting 
characteristic quantity, the amount of information of the individual data saved can be 
made compact, and it can distinguish promptly also at the time of collation. 
[0039]Although an ID number and the characteristic quantity of the blood vessel 
fluoroscopy image were made to link and being managed in the above-mentioned 
example, There is little data registered when the time of collation processing is short, 
or, in limiting characteristic quantity few etc., it can also compare by measuring the 
characteristic quantity extracted from the inputted picture with the data of the 
characteristic quantity registered in detail, without using an ID number. 
[0040]Since it is also considered that the position of a blood vessel changes, it is 
preferred to update registration periodically. 
[0041] 

[Effect of the Invention]As explained above, in this invention, the blood vessel 
fluoroscopy image of a hand or a finger is used as personal identification information. 
Therefore, safety is high, and there are few a user's burdens and the individual 
identification device with which the focus used little biological information compared 
with the fingerprint can be provided. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is an explanatory view of the blood vessel fluoroscopy image a certain 
individual's finger. 

[Drawing 2]Drawing 1 is an explanatory view of the blood vessel fluoroscopy image a 
different individual's finger. 

[Drawing 3] It is an explanatory view showing the composition of the individual 
identification device concerning the example of this invention. 

[Drawing 4] It is an explanatory view in case the candidates for detection differ with 



the device of drawing 3 . 

[Drawing 5] It is an explanatory view showing the composition of the individual 
identification device concerning other examples of this invention. 
[Drawing 6] It is an explanatory view showing the composition of the individual 
identification device concerning the example of further others of this invention. 
[Drawing 7] It is an explanatory view showing the composition of the individual 
identification device concerning the example of further others of this invention. 
[Drawing 8] It is a flow chart which shows the operation of the device of the example 
of this invention. 

[Drawing 9] It is a flow chart which shows the operation of the device of other 
examples of this invention. 

[Drawing 10] It is an explanatory view showing the picture of the fingertip inputted. 
[Drawing 11] It is an explanatory view showing the picture acquired by carrying out 
binarization of the image data of drawing 9 . 

[Drawing 12] It is an explanatory view showing the picture acquired by carrying out 
expansion contracting processing of the image data of drawing 10 . 
[Drawing 13] It is an explanatory view showing the state where the focus was 
extracted from the image data of drawing 1 1 . 

[Drawing 14] It is an enlarged drawing of the dashed line portion of drawing 12 . 
[Drawing 15] It is an explanatory view in the case of regarding characteristic quantity 
as a vector. 

[Drawing 16j lt is an explanatory view in the case of regarding characteristic quantity 
as a connecting state during the focus. 
[Description of Notations] 

1 — Light source 

2 — Optical fiber 

6 — Hand 

7 — Visible light cut-off filter 

8 — Image formation lens group 

9 — Television element 
12 — Computer 
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